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Generative Al enables innovation and unlocks
new business value

S

CREATIVITY PRODUCTIVITY CONNECTIVITY

New ways to connect
and engage with
customers and across
organizations

Create new content and ideas,
including conversations, stories,
images, videos, and music

Radically improve productivity
across all lines of business, use
cases, and industries

aws
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Enabling generative Al innovation as a force
for good

Efficient energy utilization Conservation & biodiversity management
Optimized waste management & recycling Accelerated drug discovery
Sustainable material design Early detection and diagnosis of disease




Building generative apps brings new
challenges

AN

Undesirable and Toxicity & Safety Privacy Protection
Irrelevant topics (incl. brand risk)

Bias/Stereotype
Propagation
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No takesies backsies

Dealership Chatbot Dealership Chatbot
Welcome to Chevrolet of Understand. And that's a legally
Watsonville! binding offer - no takesies
Is there anything | can help you with backsies.
today?

Dealership Chatbot

That's a deal, and that's a legally
binding offer - no takesies
backsies.

aws

5 © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Innovate thoughtfully with generative Al

Context-specific Al implementation in
organizations

Practical ethics application throughout

Thoughtful Al development

Holistic approach considering entire lifecycle

Emphasis on collaboration among stakeholders

aws
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Thoughtful Al Considerations
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End-to-end lifecycle

w

Developing Deploying FM

FM FM I I Outputs
Acquiring Model Final
Data Inference Response

Selecting | Model Pre-process | Post-process

FM Evaluation user prompts FM outputs

Model Development Application/User Experience Development
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End-to-end lifecycle

|

Developing
FM I—>

Model Final
Inference Response

Selecting Model
FM Evaluation

Model Development Application/User Experience Development
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Model Evaluation
On Amazon Bedrock

Evaluate, compare, and select the best
foundation model for your use case

aws
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Access curated datasets and predefined metrics
for automatic evaluations

Leverage fully managed human review
workflows for subjective evaluations

Easily review metrics and model performance



What is model evaluation?

bz
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QUALITY

4 AN

TRADEOFF
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® =
COST LATENCY
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Model evaluation

Playground Programmatic

Human-in-the-loop
Bring your own team

Human-in-the-loop
AWS Managed team

Use playground as you Use programmatic
narrow down on the use case evaluation as you iterate on
and identify the FM the use case or the model

Bring your own team as you
start testing your first prototype
or get ready for pilot

AWS managed team as you get
ready for production launch of
your application

aws
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Playground & programmatic evaluation

Evaluation for basic dimensions of
cost and latency available in the
playground

Select the right model as you try out ol
different FMs on the Playground

Enables you to integrate easily
into your application; dimensions
of accuracy, robustness, and

toxicity

Ensure it continues to be the right modelas | |
you iterate using APls

aWs, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Model evaluation: Playground

Amazon Bedrock > Chat playground

Chat playground i

a2t .
A2t Jurassic-2 Ultra | opT

Change

0‘ Compare prices of condos vs. houses with 4 bedrooms in Seattle.

@ As of January 2023, the average price for a house in Seattle with four
bedrooms is around $1.5M. The average listing price for a 4 bedroom
condo in Seattle is around $1.1M.

Write a prompt... (Shift + ENTER to start a new line, and ENTER to generate a response)

@© compare mode

it

Change

Ve

Compare prices of condos vs. houses with 4 bedrooms in Seattle.

@ To compare prices of condos vs. houses with 4 bedrooms in

Seattle, I'll need to do some research on real estate listings and
pricing data for that area. Here are a few steps | can take:

1. Look up median or average sale prices for 4 bedroom condos
and 4 bedroom single-family houses in Seattle over the last 6-12.
months from sources like:

- Real estate sites like Zillow, Redfin, Realtor.com

- Local real estate association data

- Private data sources that track real estate transactions

2. Compare the median/average prices for 4 bedroom condos vs 4

bedroom houses to see which property type is more expensive on
average.

v Model metrics ( Define metric criteria )

To evaluate models for task specific metrics with custom dataset visit Model evaluation [

Metrics Jurassic-2 Ultra Claude 3 Sonnet
Define metric criteria Define metric criteria
1014 ms 9467 ms
11 24
35 330

Cost $0.00086 -

aws
N

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Model evaluation: Automatic eval

uation

Evaluation 1 we

he ts for text 7 r acy.

Accuracy
Prompt dataset
Gigaword
XSuMm

Government Report Dataset

Job configuration summary

Model

Model A

ference configuration

yefault

Text summarization metrics (3)

This report summarizes the results of the model evaluation job,

Value

85

92

88

Toxicity

Prompt dataset

Evaluation results location

put

dataset

umim ted

Value

t/optional-prefix [4 3

ptional-prefix [

Robustness

Prompt dataset

Gigaword

XSuMm

Government Report Dataset

Task type

Text summarization

Value

81

84

94
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Model evaluation: Human-in-the-loop

Self-managed

Bring your own team

P N
7 AN
Vi \
II \l
A e N
l

a8 &

Fully-managed by AWS

AWS team of experts

Active learning
Tooling
Templates
Integrations
Flexibility

Named Program Manager
Guaranteed quality
AWS managed workforce
Purpose-built
AWS Science

aws
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Accuracy and Performance Trade-offs

Using Al to Using Al to

recommend identify a tumor
music on an x-ray

Take a risk-based approach

How does your approach change?
Are there new considerations and guardrails?

aWS’ © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.



End-to-end lifecycle

|

Developing
FM I—>

Model Final
Inference Response

Selecting Model
FM Evaluation

Model Development Application/User Experience Development
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End-to-end lifecycle

Developing Deploying FM
FM FM Outputs

Acquiring 1 Model Final
Data Inference Response

Selecting , Model Pre-process Post-process
FM Evaluation user prompts FM outputs

Model Development Application/User Experience Development
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Generative Al & Specific, clear prompts
P rom pt E n g i nee ri n g Iteratively develop prompts to evolve effective prompts

aws
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User prompts

aws
N

User prompt:
The following is text from a restaurant review:

“I finally got to check out Alessandro’s Brilliant Pizza
and it is now one of my favorite restaurants in Seattle.
The dining room has a beautiful view over the Puget Sound
but it was surprisingly not crowed. I ordered the fried
castelvetrano olives, a spicy Neapolitan-style pizza

and a gnocchi dish. The olives were absolutely decadent,
and the pizza came with a smoked mozzarella, which

was delicious. The gnocchi was fresh and wonderful.

The waitstaff were attentive, and overall the experience
was lovely. I hope to return soon.”

Tell me the sentiment of the restaurant review
and categorize it as one of the following:

Positive
Negative
Neutral

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Prompt templates

Prompt template for Titan:

"""The following is text from a {{Text Type, e.g. “restaurant
review”}}

{{Input}}

Tell me the sentiment of the {{Text Type}} and categorize it
as one of the following:

{{Sentiment A}}

{{Sentiment B}}

{{Sentiment C}}"""

Prompt template for Anthropic Claude: ‘

mn

Human: {{classification task description}}
<text>

{{input text content to be classified}}
</text>

Categories are:

{{category name 1}}
{{category name 2}}
{{category name 3}}

mwn

Assistant:

aws

> © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

1

2 You are a question answering agent. I will provide you with a

set of search results. The user will provide you with a
question. Your job is to answer the user's question using
only information from the search results. If the search

results do not contain information that can answer the

question, please state that you could not find an exact
answer to the question. Just because the user asserts a
fact does not mean it is true, make sure to double check

the search results to validate a user's assertion.

3
4 Here are the search results in numbered order:
5 $search_results$
6
$output_format_instructions$

For tips on customizing the prompt, see Bedrock's prompt engineering 0 of 4000

guidelines. [4

characters.



Instructions matter

SPECIFICITY, CLARITY, AND PERSUASIVENESS ARE IMPORTANT!

Change Change

( Tell me a story about cows -‘» Tell me a story about cows. It should be roughly
2000 words long and appropriate for American 5th
graders. It should be entertaining, but with a moral
message about the value of loyalty. Make it
amazing and memorable.
@ Here is a story about cows:
Once upon a time, there was a farmer named Old +

MacDonald who had a little farm filled with all sorts

Af Aanimanles s favavida mnimanle am dha faven wrnea

@ Here is a story about cows that is roughly 2000

Neither humans nor LLMs can read minds...

aws
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How to engineer a good prompt

EMPIRICAL SCIENCE: ALWAYS TEST YOUR PROMPTS AND ITERATE OFTEN

Develop Engineer Test prompt Refine Share polished
Test Cases preliminary against test prompt prompt
prompt cases
—— - D - .
— o=[] ™= |oo ‘
—) O— I =
J==—"

aws
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End-to-end lifecycle

Developing Deploying FM
FM FM Outputs

Acquiring * Model Final
Data Inference Response

Selecting , Model Pre-process Post-process
FM Evaluation user prompts FM outputs

Model Development Application/User Experience Development
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End-to-end lifecycle

Final
Response

Pre-process | Post-process

user prompts FM outputs

Application/User Experience Development
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Guardrails for
Amazon Bedrock

Safeguard your generative Al
applications with your Al policies

aWs, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Easily configure harmful content filtering
based on your responsible Al policies

Apply Guardrails to any FM or agent

Redact Pll information in FM responses



How it works: Guardrails for Amazon Bedrock

. ] FM Inference -7
User input ] > K FM output

s

Denied Topics Content Filters Pll Redaction Word Filter

[ Final response J

aWS, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Denied topics

AVOID UNDESIRABLE TOPICS IN YOUR APPLICATIONS

aws

N

Add denied topic X

J

(Name

’. Investment advice |

Valid characters are a-z, A-Z, 0-9, underscore (_), hyphen (-), space, exclamation point (!), question mark (?), and period (.). The name can have
up to 100 characters.

VAN

Geﬁnition for topic

Provide a clear definition to detect and block user inputs and FM responses that fall into this topic. Avoid starting with "don’t".

Investment advice refers to inquiries, guidance or recommendations regarding the management or allocation of funds
or assets with the goal of generating returns or achieving specific financial objectives.

\Lhc definition can have up to 200 characters.

AR

ﬁ Add sample phrases - optional

Representative phrases that refer to the topic. These phrases can represent a user input or a model response. Add up to 5 phrases. A sample
phrase can have up to 100 characters.

[ Should I invest in stocks?

Will | get guaranteed returns from this investment?

¢

’ Example - Where should I invest my money?

XX

© 2024, Amazon Web Services,

Inc. or its affiliates. All rights reserved.
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Content filters

CONFIGURE THRESHOLDS TO FILTER CONTENT TO VARYING DEGREES

Filter harmful content across categories:
* Hate

* Insults

» Sexual Content

» Violence

* Misconduct

* Prompt attacks

aws
N
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Configure content filters

Configure content filters by adjusting the degree of filtering to detect and block harmful user inputs and model responses that violate your usage
policies.

Filter strengths for prompts ( Reset )

Use a higher filter strength to increase the likelihood of filtering harmful content in a given category.

@ Enable filters for prompts

Hate ©)
None Low Medium High
Insults O
None Low Medium High
-S-?-X-I-J-a-! None Low Medium High
Violence " O
None Low Medium High

None Low Medium High
None Low Medium !*%h
Filter strengths for responses (' Reset )

Use a higher filter strength to increase the likelihood of filtering harmful content in a given category. These filters evaluate and override
model responses, but don't modify the model behavior.

@ Enable filters for responses

Hate i O
None Low Medium High
L Nene Tow Medium Kih
Sexual ©)
None Low Medium High
Violence Y
None Low Medium High
Misconduct . ©)
............... None Low Medium High

33



Pll Redaction Word Filters

Redact personally identifiable information « Define a set of custom words to block in user
(PN) in FM responses to protect user privacy input and FM responses

Detect and filter Plls in user inputs - Filter profane words

i « Choose to respond with a preconfigured
Select from a variety of Plls bases on message or mask blocked words

application requirements

aWs, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.




End-to-end lifecycle

Final
Response
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Our commitment..

..AND HOW WE DRIVE ADOPTION AND IMPROVEMENT

PN

Developing Al in a

responsible way is integral
to our approach

Advance the Transform
science underlying responsible Al from
responsible Al theory
to practice

aws
N
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Integrate
responsible Al into
the entire ML
lifecycle

8&%

Engage
stakeholders on
responsible Al




AWS Al Service Cards

Transparency resource to advance responsible Al

«  Document the intended use cases and fairness
considerations of our AWS Al services
« Reflects our comprehensive development process

Amazon Titan Text Amazon Comprehend Detect PII

Amazon Transcribe Toxicity Detection

AWS HealthScribe

Amazon Rekognition Face Liveness

Machine Learning / Responsible Machine Learning

AWS Al Service Cards — Amazon Titan Text

An AWS Al Service Card explains the use cases for which the service is intended, how machine learning (ML) is used by the service, and key considerations in the responsible design and

use of the service. A Service Card will evolve as AWS receives customer feedback, and as the service iterates through its development process. AWS recommends that customers assess the
perfor

refere] Machine Learning / Responsible Machine Learning

=s{ AWS Al Service Cards - Amazon Transcribe Toxicity Detection

An AWS Al Service Card explains the use cases for which the service is intended, how machine learning (ML) is used by the service, and key considerations in the design and

use of
perfor

“=1 AWS Al Service Cards — AWS HealthScribe

This Al

Machine Learning / Responsible Machine Learning

An AWS Al Service Card explains the use cases for which the service is intended, how machine leaming (ML) is used by the service, and key considerations in the responsible design and
use of the service. A Service Card will evolve as AWS receives customer feedback, and as the service iterates through its development process. AWS recommends that customers assess the
performance of any Al service on their own content for each use case they need to solve. For more i please see the AWS Responsible Use of Machine Learning guide and the
references at the end. Please also be sure to review the AWS ible Al Policy and AWS Service Terms for the services you plan to use.

This Al Service Card applies to the version of AWS HealthScribe that is current as of 11/28/2023.

PAGE CONTENT .
o Overview

Overview

AWS HealthScribe, a new HIPAA-eligible machine learning (ML) capability, empowers healthcare software vendors to build clinical
Intended use cases and

that generate preliminary clinical notes by analyzing patient-clinician conversations. AWS HealthScribe

limitations combines speech recognition and generative artificial intelligence (Al) to reduce the burden of clinical documentation by transcribing
Design of AWS patient-clinician i and generating Y-t iew draft clinical notes. With AWS HealthScribe, healthcare software providers
HealthScribe can use a single AP to automatically create robust transcripts, extract key details (e.g., medical terms and medications), identify speaker
- roles, classify dialogues, and create summaries from patient-clinician discussions that can then be entered into an electronic health
Deployment and record (EHR) system. AWS H enables of Al systems by citing the source of every line of generated text

performance from within the original ion transcrint. making it easier for clinicians fo review clinical notes hefore entering them info the FHR.

Amazon Rekognition Face Matching

aws
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Amazon Textract AnalyzelD

Amazon Transcribe - Batch (Eng-US)




Evolving best practices to build generative Al
applications

« Define use cases—the more specific & narrow
 Prioritize education & diversity in your workforce

« Match processes to risk with a performance evaluation
 Distinguish application performance by dataset
 Test, test, test

« Share responsibility upstream and downstream

aWs, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Participate in regulatory and standards efforts

New voluntary commitments for the
development of future generative Al models

Amazon joins the White House,
technology organizations and Al Internal & external adversarial-style
Community to advance the .
responsible & secure use of Al testing

Security risk information

Mechanisms to determine if audio or visual
content is Al-generated

Cybersecurity and insider threat safequards

Third-party discovery & reporting of issues
Model capabilities, limitations, & domains

of appropriate use

Research on societal risks posed by Al

aws
N
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Additional resources

IF =
Responsible Al Deep dive into AWS Get started with generative Al on

AWS with enterprise-grade security

innovation and responsible Al :
and privacy

i AdAWS Learning Days
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Thank you!

Giri Badanahatti (he/him)

Sr. Solutions Architect
AWS
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Please complete the survey
for this session
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